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new delhi — In early 2021, 
India was jolted by revelations 
that a jailed human rights activist 
and vocal government critic was 
targeted by hackers who planted 
incriminating evidence on his 
laptop before he was arrested on 
terrorism charges.

Now, a year later, a report by 
U.S. experts says the activist, 
Rona Wilson, was targeted by two 
separate groups, including one 
group that has been linked to 
widely documented cyberespio-
nage campaigns against military 
targets in China and Pakistan, 
India’s top foreign adversaries.

The report notes that the other 
group, responsible for planting 
documents on the activist’s de-
vice, dubbed ModifiedElephant 
by SentinelOne, shared hacking 
infrastructure with an attacker 
that researchers have long sus-
pected of state-sanctioned politi-
cal espionage.

The findings, published in a 
report by the California-based 
cybersecurity firm SentinelOne, 
shed light on what amounted to a 
concerted, nearly decade-long ef-
fort to surveil a group of dissi-
dents. It also offers new clues 
about the connections between 
groups that cybersecurity experts 
have observed targeting foreign 
adversaries and domestic critics.

The report does not identify 
the people who carried out the 

attacks or the entity that ordered 
them but notes that ModifiedEle-
phant’s activity “aligns with Indi-
an state interests.”

“Two separate groups going 
after the same target suggests 
they were tasked with the job by 
the same entity,” said Juan An-
dres Guerrero-Saade, a principal 
threat researcher and co-author 
of the SentinelOne report.

According to SentinelOne re-
searchers, Wilson received doz-
ens of emails — often from other 
activists he knew and sometimes 
disguised as news articles — that 
contained malware designed to 
infiltrate his computer.

The Washington Post reported 
in April on a separate forensic 
analysis that found that, years 
before his arrest, an unknown 
hacker compromised Wilson’s 
computer and planted at least 32 
documents, including a letter dis-
cussing a plot to assassinate 
Prime Minister Narendra Modi 
that authorities have cited as 
evidence against him.

SentinelOne found that Modi-
fiedElephant shared Web do-
mains with a hacking group 
known as Hangover. Senti-
nelOne’s research built on a 2013 
report that found Hangover had 
attacked commercial businesses 
and national security interests in 
Europe, the United States and 
Pakistan.

The SentinelOne report identi-
fied the second group targeting 
Wilson as SideWinder, a group 

that is well known to internation-
al cybersecurity researchers who 
have tracked its operations 
against government and military 
targets in Pakistan and China.

Three independent experts in 
the United States and Europe 
reviewed the SentinelOne report 
at The Post’s request and con-
curred with its conclusions.

The new findings suggest Wil-
son, a 50-year-old human rights 
activist awaiting trial in a jail 
outside Mumbai, was the target 
of an extensive cyberattack cam-
paign that involved more than 
one hacker and spanned nearly a 
decade, a longer time frame than 
previously known.

India’s National Investigation 
Agency, the prosecuting authori-
ty in the case, did not respond to a 
request for comment.

Wilson’s case has sparked con-
troversy in India at a time when 
Modi’s government is battling 
allegations of hacking and sur-
veillance of its opponents.

Last year, an investigation by a 
global consortium including The 
Post revealed that hundreds of 
phone numbers from India ap-
peared on a global list that in-
cluded some numbers selected 
for surveillance by NSO Group’s 
clients using its Pegasus tool, 
which is licensed only to govern-
ment agencies. Those on the list 
included Indian activists, jour-
nalists and opposition party lead-
ers.

The Indian government has 

neither confirmed nor denied 
that it is an NSO client. In Decem-
ber, Amnesty International said a 
forensic analysis of a backup of 
Wilson’s iPhone 6S found traces 
of Pegasus spyware.

Wilson was arrested in 2018 
along with lawyers and academ-
ics in what is known as the Bhima 
Koregaon case, which began as 
an investigation into a violent 
clash between Hindu nationalists 
and Dalits, formerly known as 
“untouchables.” Prosecutors 
charged Wilson and 15 others 
under an anti-terrorism law, al-
leging they had ties with a 
banned Maoist militant group, 
charges they deny.

U.N. experts have called on the 
Modi government to release the 
defendants. Last July, one of the 
defendants, an 84-year-old Jesuit 
priest, died in a hospital after his 
health deteriorated in jail.

Last year, Arsenal Consulting, 
a Massachusetts-based digital fo-
rensics firm, found that the com-
puters of Wilson and a 
 co-defendant, lawyer Surendra 
Gadling, had been hacked by an 
attacker that planted dozens of 
documents on them, later cited 
by prosecutors as evidence. Ar-
senal analyzed electronic copies 
of their computers at the request 
of the defense team and worked 
pro bono.

SentinelOne’s report takes the 
findings further.

ModifiedElephant, the main 
hacker, sent emails with docu-

ments or attachments — laden 
with commercially available mal-
ware like NetWire and DarkCom-
et — that were tailored to the 
victim’s interests and were often 
copied to multiple recipients they 
knew, SentinelOne said. Wilson 
received at least 32 emails from 
ModifiedElephant, and Gadling 
was the recipient of 40 such 
emails from the group.

Dozens of other members of 
civil society, including other co-
defendants, were also targeted by 
ModifiedElephant, though it is 
not known how many were suc-
cessfully infiltrated.

SentinelOne based its research 
on an analysis of Arsenal’s find-
ings, malware infrastructure and 
more than 100 phishing emails 
received by Wilson and his 
 co-defendants. SentinelOne re-
quested the emails from the de-
fense team and conducted the 
work pro bono.

The researchers said the earli-
est attack on Wilson can be 
traced back to a decade ago, 
though the email attacks intensi-
fied in 2014 and continued until 
at least 2016.

The phishing emails were 
traced to two distinct groups that 
sent messages from free services 
such as Gmail and Yahoo around 
the same time. Besides Modifie-
dElephant, SideWinder, a group 
that typically attacks foreign tar-
gets and has been tracked for 
years by international research-
ers, sent at least four malicious 

emails to Wilson between 2013 
and 2014. It is unknown whether 
the SideWinder attacks were suc-
cessful.

In 2019, the Pakistani govern-
ment issued an advisory detailing 
attacks on its defense and govern-
ment offices by SideWinder and 
calling it an Indian attacker.

SentinelOne identified the two 
groups by tracking the Web do-
mains associated with the emails.

The report also found evidence 
that links ModifiedElephant to 
Hangover.

At least two web domains used 
by ModifiedElephant for sending 
phishing emails to Wilson were 
linked to Hangover, suggesting 
an overlap between the two 
groups, SentinelOne said. Hang-
over was accused of attacking 
Norway’s state-owned telecom 
company in 2013.

Snorre Fagerland, a Norwe-
gian cybersecurity researcher 
who co-wrote a 2013 report on 
Hangover, said the newest details 
about the campaign against Wil-
son contribute to a better under-
standing of the ties between at-
tackers who may be operating in 
India and targeting foreign ad-
versaries and domestic dissi-
dents alike.

“It’s safe to say that we have 
learned a lot over the last decade,” 
Fagerland said, “not only about 
the methods, but also about tar-
geting and how the Indian ad-
vanced persistent threat ecosys-
tem works.”

Indian activist charged with terrorism was targeted by hackers, report says
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mexico city — One day after 
the fifth journalist was killed in 
Mexico in six weeks, President 
Andrés Manuel López Obrador 
launched into another diatribe 
against the press.

This time, at his regular morn-
ing news conference on Friday,
López Obrador projected a slide 
purporting to show the income 
of one of the country’s most 
prominent journalists.

“I mean he earns about 15 
times more than me,” López 
Obrador said of journalist Carlos 
Loret de Mola. “You think it’s 
because he’s a highflying journal-
ist, very intelligent, a very good 
writer? No, it’s because of his 
attacks.”

López Obrador’s use of Loret 
de Mola’s alleged income drew 
condemnation from defenders of 
press freedom and the journalist 
himself. Loret de Mola, a radio, 
television and print journalist in
Mexico who contributes columns 
to The Washington Post’s Span-
ish-language Post Opinión sec-
tion, also said the number was 
incorrect.

It also repeated a pattern for 
López Obrador, who has contin-

ued to excoriate the media dur-
ing a surge in attacks against 
Mexican journalists. His admin-
istration has been criticized for 
not doing more to protect them.

On Thursday evening, Heber 
López Vásquez, the director of 
RCP Noticias in the state of 
Oaxaca, was shot to death when 
he returned to his house after 
work. He was 39.

López Vásquez had received 
threats for months. He told col-
leagues he believed they were 
related to his reporting on cor-
ruption among local officials.

Last year, seven journalists 
were killed in Mexico. That was
more than in any other country 
in the world, according to Re-
porters Without Borders. This 
year, the country is on pace to 
surpass that total by March.

Rather than addressing the 
causes behind López Vásquez’s 
killing or expressing concern 
about the continued onslaught 
against the Mexican media, 
 López Obrador showed a slide 
that he claimed showed Loret de
Mola’s salary. It included a sum 
he supposedly received from The 
Post.

López Obrador said he was 
seeking to verify the salary infor-

mation with Mexico’s tax author-
ity, which appeared to be a 
violation of Mexico’s privacy 
laws.

Loret de Mola has been a 
frequent critic of López Obrador. 
He recently published a story in 
Latinus showing the apparently 
opulent lifestyle of López Obra-
dor’s son in Houston, a stark 
contrast to the public image of 
frugality projected by the presi-
dent. Loret de Mola later re-
ferred to the piece in a column 
for The Post.

Loret de Mola condemned Ló-
pez Obrador’s presentation.

“What a thing! Using data 
from the Treasury to persecute a 
journalist,” he tweeted. “And also 
false data, inflated amounts!”

Post Opinión editor Elías Ló-
pez condemned “the escalation 
of denigrations, insults and use 
of confidential data from the 
Mexican government to attack
Carlos Loret de Mola.”

“The state and its officials 
must guarantee freedom of ex-
pression and of the press,” he 
said in a statement.

It is not the first time this year
that López Obrador has pivoted 
to attack the press shortly after 
the killing of a journalist.

After photojournalist Marga-
rito Martínez was gunned down 
in Tijuana in January, López 
Obrador went on another tear.

“There are very few journalists 
who are complying with the 
noble vocation of informing, he 
said. “We have to be vigilant 
[and] show them to be biased, a 
sellout press who work for a 
greedy minority.”

After the killing of José Luis 
Gamboa Arenas in January, the 
director of the digital media 
outlet Inforegio in Veracruz,
 López Obrador said the media 
was using violence against jour-
nalists as a way to attack his 
administration.

“Our adversaries take advan-
tage of everything to attack us, 
but in reality, deep down, it is not 
that they are sincerely concerned 
that human beings lose their 
lives,” he said. “What they always 
seek is to take advantage of even 
human pain, as long as it is to 
attack us, because they are very 
perverse.”

U.S. Sens. Tim Kaine (D-Va.) 
and Marco Rubio (R-Fla.) sent a 
letter this week urging the State 
Department to outline steps it 
will take to safeguard freedom of 
expression in Mexico and ad-

dress persistent violence against 
Mexican reporters.

Kaine and Rubio, both mem-
bers of the Foreign Relations
subcommittee on the Western 
Hemisphere, said the United 
States “must urge the Mexican 
government to seriously improve 
efforts to protect journalists.” 
They also noted López Obrador’s 
rhetoric.

“The years-long violence 

against journalists in Mexico 
cannot begin to lessen as long as 
the country’s leader continues to 
normalize hostility towards free-
dom of expression,” they wrote.

Journalists in Mexico are tar-
geted for a variety of reasons. 
Sometimes they’re attacked by 
organized crime groups. In other 
cases, it appears that the assail-
ants have links to public officials 
they’ve reported on.

López Obrador criticizes media after fifth slaying of a  journalist in Mexico
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Police monitor the area where Heber López Vásquez, a 39-year-old 
journalist, was killed in the state of Oaxaca,  on Thursday. 

BY MAITE FERNÁNDEZ SIMON,
ADELA SULIMAN

AND ANDREW JEONG

An Ontario court on Friday or-
dered protesters to end their 
blockade of a key bridge connect-
ing Canada with the United States 
as the country headed into a third 
weekend of “Freedom Convoy” 
demonstrations. The protests 
have paralyzed the capital, slowed 
traffic at the border and caused 
manufacturers on both sides of the 
border to reduce operations.

Ontario Superior Court Chief 
Justice Geoffrey Morawetz gave
protesters until 7 p.m. to end the 
blockade at the Ambassador 
Bridge between Windsor, Ontario, 
and Detroit, the busiest crossing 
on the U.S.-Canada border and a 
vital supply route between auto-
makers on both sides. 

Earlier Friday, Ontario Premier 
Doug Ford declared a state of 
emergency in the province, and 
said he would seek to impose steep 
fines and prison time for people 
who continued to obstruct high-
ways and bridges.

“We’re now two weeks into the 
siege of the city of Ottawa,”  said 
Ford, whose government has some 
jurisdiction over the capital city. “I 
call it a siege because that’s what it 
is. It’s an illegal occupation. This is
no longer a protest.”

But in the hours after, little ap-
peared to have changed in the 
blockaded streets of Ottawa, 
where protesters held dance par-
ties between truck convoys and 
police intervened only to direct 
traffic and give out tickets to some 

illegally parked vehicles. One driv-
er said he received a ticket for 80 
Canadian dollars.

Prime Minister Justin Trudeau 
warned that consequences for 
protesters were “becoming more 
and more severe.”

“You don’t want to end up los-
ing your license, end up with a 
criminal record, which will im-
pact your job, your livelihood, 
even your ability to travel interna-
tionally, including to the U.S.,” he 
said at a news conference.

Ford said he would convene his 
cabinet and “urgently enact or-
ders that will make crystal clear it 
is illegal and punishable to block 
and impede the movement of 
goods, people and services along
critical infrastructure.” He 
warned of penalties of up to 
$78,000 and a year in prison.

The initial state of emergency 
was to last 42 hours. The cabinet 
planned to meet Saturday to dis-
cuss further amendments, Ontar-
io Solicitor General Sylvia Jones 
said.

Trudeau said he spoke with 
President Biden on Friday morn-
ing about the blockades, the pres-
ence of Americans, the “U.S.-based 
flooding of 911 lines in Ottawa” 
and the influx of foreign money to 
help fund the protests.

“We see that almost half of the 
funding through certain portals 
that is flowing to the barricades 
here in Canada is coming from the 
United States,” he said, but did not 
provide more detail. He said he 
and Biden agreed “that for the 
security of the people and the 
economy, these blockades cannot 
continue.” 

Trudeau also said he remained 
reluctant to deploy troops against 
protesters. “Using military forces 
against civilian populations in 
Canada or in any other democracy 
is something to avoid having to do
at all costs,” he said. “That’s why 
the solution right now is focused 
on police forces.”

Demonstrators holed up in 
trucks continue to paralyze parts 
of downtown Ottawa and block 
the Ambassador Bridge as well as 
crossings in Coutts, Alberta, and 
Emerson, Manitoba. What began 
as a protest of rules in both coun-
tries requiring truckers to be fully 
vaccinated to cross the border has
snowballed into a much broader 
movement against pandemic re-
strictions generally and other 
complaints. Some protesters have 
demanded the removal of Prime 

Minister Justin Trudeau, who was 
reelected to a third term in Sep-
tember, and the dissolution of Par-
liament.

Canada’s health minister, Jean-
Yves Duclos, tweeted Friday that 
authorities were “actively review-
ing” border measures and that 
more details would be shared “as 
early as next week.” Theresa Tam, 
Canada’s chief public health offi-
cer, said “Canada is past the peak
of the Omicron wave,” according 
to Canada’s Global News.

As the crisis deepened this 
week, officials in the United States
called on their Canadian counter-
parts to get the demonstrations 
under control.

The impacts of the protests have 
been felt on both sides of the bor-
der. The U.S. Chamber of Com-
merce warned Thursday that the 
Ambassador Bridge blockade was 
“adding to the significant supply 
chain strains on manufacturers 
and other businesses.” Automak-
ers Ford and General Motors said 
they have cut production and can-
celed shifts at some sites. A lawyer 
representing Canada’s Automo-
tive Parts Manufacturers’ Associa-
tion told the Ontario court Friday 
that the estimated cost to the econ-
omy was nearly $40 million a day.

Homeland Security Secretary 
Alejandro Mayorkas and Trans-
portation Secretary Pete Buttigieg 
urged their Canadian counter-
parts Thursday to “use federal 
powers to resolve this situation” 
and offered the support of their 
departments, the White House 
said. 

As Canadian officials have grap-
pled with how to disperse the pro-
testers, they’ve also warned about 
“potential foreign interference,” 
including from groups in the Unit-
ed States.

“Although these protests are 
homegrown, they are receiving a 
great deal of encouragement from 

right-wing politicians and promi-
nent conservative activists and 
media personalities in the United 
States,” said Paris, a professor of 
international affairs at the Univer-
sity of Ottawa.

Donald Trump said last week 
that “insane covid mandates” were
destroying Canada.

Some U.S. truckers have said 
they will send two convoys this 
weekend to a fourth border cross-
ing, Reuters reported, in a show of
support for the Canadian protest-
ers. The busy Peace Bridge, which 
connects Buffalo and Fort Erie, 
Ontario, serves as the gateway 
from New York to Toronto.

Ottawa police said Thursday 
that there had been a “concerted 
effort to flood our 911 and non-
emergency policing reporting 
line.” Many of those “excessive 
calls” came from addresses in the 
United States, Police Chief Peter 
Sloly said.

Ottawa police have made 25 ar-
rests linked to the demonstrations 
on charges such as mischief and 
menacing behavior. “We will en-
sure those who are responsible will 
face the consequences,” Sloly said. 
“We know the residents of Ottawa 
are angry. We know you are tired.”

The Ambassador Bridge block-
ade began this week, and two 
smaller border crossings — at 
Coutts in Alberta, which connects 
to Montana, and Emerson, be-
tween Manitoba and North Dakota 
— have been “shut down” by pro-
testers and vehicles, police said.

The Canadian demonstrations 
have drawn international support 
and inspired similar protests in 
Europe and Australia. Authorities 
in Paris and Brussels said they 
would try to stop planned convoys 
from entering those cities over the 
weekend.

Miriam Berger contributed to this 
report.

Ontario court orders protesters to end bridge blockade 
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Dozens of truck drivers and their supporters march around Parliament Hill in Ottawa as “Freedom 
Convoy” protests against coronavirus restrictions continue, including on a key bridge to Detroit.

 Province declares state
of emergency as ‘Convoy’ 

enters third weekend
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