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The Justice Department has 
accused telecommunications gi-
ant Ericsson of violating a bil-
lion-dollar legal settlement by 
failing to fully disclose evidence 
of alleged corruption and possi-
ble payments to terrorists in Iraq, 
the company said Wednesday.

The revelation raises substan-
tial legal risks for the Swedish 
company, including the possibili-
ty of steep fines or a new criminal 
investigation three years after 
Ericsson paid more than $1 bil-
lion to avoid prosecution in other 
cases.

The disclosure came three 
days after The Washington Post 
and other news organizations 
published details of an internal 
Ericsson probe that had uncov-
ered evidence of extensive fraud 

by company officials, decisions to 
send workers into territory con-
trolled by terrorists and the use 
of contractors who may have 
paid off Islamic State militants.

A report on the findings of an 
internal probe was obtained by 
the International Consortium of 
Investigative Journalists and 
shared with The Post as part of 
an international reporting proj-
ect.

In a statement posted on its 
website, Ericsson said that it had 
been notified by the Justice De-
partment on Tuesday that its 
disclosures to U.S. investigators 

on the Iraq matter had been 
“insufficient” and that the com-
pany had “breached” terms of its 
2019 settlement with the U.S. 
government.

Shares of Ericsson stock 
plunged 13 percent in value after 
the release, marking the latest in 
a series of sharp declines for a 
company that analysts at Cit-
ibank wrote earlier in the week 
had risked becoming “unin-
vestible.”

The fallout is related to the 
conclusions of an internal inves-
tigation that Ericsson completed 
in 2019 that found the company 
had engaged in “bribes and kick-
backs” and other fraud over near-
ly a decade as it pursued con-
tracts in Iraq that generated 
revenue of nearly $2 billion.

The internal report, based on 
interviews with employees and a 
review of millions of emails and 

other documents, also uncovered 
disturbing details about Erics-
son’s decisions to send workers 
into areas overrun by Islamic 
State fighters.

The company continued to do 
so even after an engineer was 
kidnapped in 2014, making exor-
bitant cash payments to a cargo 
company that bypassed customs 
officials by “passing through ISIS 
controlled territories,” according 
to company investigators.

Ultimately, investigators said 
“it cannot be excluded” that Eric-
sson had contributed to “the 
illicit financing of terrorism.”

In a conference call with re-
porters and market analysts 
Wednesday, Ericsson President 
and chief executive Börje Ek-
holm repeated the company’s 
assertion that it found no evi-
dence of direct involvement by 
Ericsson employees in any pay-

ments to the Islamic State.
“The question on financing 

armed factions cannot be sub-
stantiated,” Ekholm said.

Ekholm described the findings 
in the internal probe as “hugely 
embarrassing and hugely unsat-
isfactory” but did not comment 
on what the company had failed 
to share with the Justice Depart-
ment.

Officials at the Justice Depart-
ment declined to comment.

“We do cooperate fully with 
the U.S. authorities,” Ekholm 
said. “Now we have a breach 
notice, so we need of course to 
make improvements and to 
change.”

He said that the company has 
taken steps to strengthen compli-
ance efforts, improving investi-
gative mechanisms and encour-
aging employees to speak up 
where wrongdoing arises. But he 

declined to answer a question 
about why staff named in the 
internal report remained at the 
company or had been promoted.

The Justice Department notice 
marks the second time that Eric-
sson has been found in breach of 
a deferred prosecution agree-
ment in which it admitted to 
widespread fraud in China, Viet-
nam, Indonesia, Kuwait and Dji-
bouti.

Ericsson is one of the world’s 
leading makers of the sophisti-
cated radio towers, switches and 
other gear used in cellular com-
munications networks. The 
Swedish firm is regarded by 
Western governments as a cru-
cial alternative to Huawei, a 
Chinese company whose devices 
have been banned by the United 
States and other countries over 
suspicions that they are rigged to 
enable Chinese espionage.
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President Biden 
called on 
Congress to boost 
data privacy 
protections for 
children and ban 
digital 
advertising 

targeting them during his State 
of the Union address Tuesday 
night — a prominent 
endorsement that could jolt 
lawmakers into action after years 
of stagnation.

It marks the president’s 
highest-profile boost of any 
major tech policy legislation to 
date, and it’s one of the most 
notable such plugs in recent 
State of the Union history. 

“We must hold social media 
platforms accountable for the 
national experiment they’re 
conducting on our children for 
profit,” Biden said. “It’s time to 
strengthen privacy protections, 
ban targeted advertising to 
children, demand tech 
companies stop collecting 

personal data on our children.”
It’s a far more concrete 

endorsement than Biden has 
given to other big-ticket tech 
legislation, such as proposals to 
revamp U.S. antitrust and 
competition policy. Biden didn’t 
explicitly reference those efforts 
in his address, despite calls from 
some allies for him to do so. 

The remarks signal growing 
consensus in Washington that 
kids’ safety is a priority tech 
issue. 

In another symbolic gesture 
underscoring that focus, first 
lady Jill Biden invited Facebook 
whistleblower Frances Haugen 
as her guest to the address. 
Haugen’s disclosures last year of 
internal Facebook research 
showing how the company’s 
products may harm kids and 
teens galvanized lawmakers on 
Capitol Hill. 

“Thank you for the courage 
you showed,” the president said 
in  direct praise of Haugen.

Rep. Kathy Castor (D-Fla.), a 

top children’s safety advocate, 
said Biden’s remarks “will 
breathe life into the effort” to 
pass kids’ privacy legislation on 
Capitol Hill. 

“Now with this push from the 
president, I'm more hopeful than 
I have ever been that we are 
going to act to protect kids 
online,” Castor said during an 
interview Tuesday.

Sen. Ed Markey (D-Mass.) told 
me that Biden’s address “is going 
to create a lot of momentum” for 
legislation he’s introduced to 
expand protections afforded 
under the Children’s Online 
Privacy Protection Act (COPPA), 
a landmark law he wrote over 
two decades ago. 

For years, a federal data 
privacy law has been the great 
white whale of tech policy. 
Lawmakers have universally 
pined after it — yet it has 
remained deeply elusive.

The biggest hurdle has been 
partisan disagreements over 
whether a federal law should 

override state standards, as most 
Republicans want, and give 
consumers the right to sue 
companies for privacy violations, 
as many Democrats want.

Those hurdles have appeared 
insurmountable at times, even as 
outrage in Washington over a 
barrage of data privacy scandals 
in Silicon Valley has risen. 
Lawmakers have introduced an 
array of proposals to limit 
companies’ collection and use of 
data, some with bipartisan 
support, but none have even 
advanced out of committee in the 
House or Senate. 

Amid the impasse, some 
officials have called for passing 
more-targeted proposals focused 
on protecting children’s privacy. 
That includes Democratic-led 
bills to ban targeted advertising 
and bipartisan bills to update 
COPPA.

Castor and Markey said that 
Congress shouldn’t wait on a 
comprehensive privacy bill to 
try to pass expanded safeguards 

for children’s personal 
information.

“I think the children’s privacy 
protection piece should go first,” 
Castor said.

“It’s time for us to say that if 
we can’t protect everyone, at the 
minimum, we should protect the 
children of our country from 
being exploited for profit by 
companies,” Markey said.

Others, however, indicated 
they remain focused on hashing 
out a broader bill. 

Sen. Roger Wicker (Miss.), the 
top Republican on the pivotal 
Senate Commerce Committee, 
said in a statement that he stands 
ready to work “to pass bipartisan, 
comprehensive legislation that 
protects the data privacy and 
data security of all Americans, 
including teens and children.”

Castor said that “we need a 
comprehensive online privacy 
bill as well, but something tells 
me that may be a little more 
difficult to hammer out in the 
coming months.”

Republicans also needled 
Biden for arriving late to the 
debate. Rep. Cathy McMorris 
Rodgers (R-Wash.) said in a 
statement she welcomed Biden 
“joining our call” for children's 
privacy legislation, and she urged 
House Democrats “to stop 
dragging their feet and prioritize 
comprehensive privacy 
legislation.”

While Biden’s endorsement 
of legislation on kids’ privacy 
during a prime-time address 
could have a major ripple effect 
in Congress, it’s not entirely 
surprising. 

One of Biden’s top advisers, 
Bruce Reed, and some of his 
closest allies on tech issues have 
long championed greater data 
privacy protections and 
safeguards for children. 

Still, with Biden now 
decisively throwing his support 
behind privacy legislation, and 
particularly to protect children’s 
data, it may finally help clear the 
logjam on Capitol Hill.
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When Nir Zohar, president and 
chief operating officer of website 
builder Wix, puts his children to 
bed at night in Tel Aviv, he is left 
with an intense feeling of frustra-
tion.

He thinks about the hundreds 
of colleagues still in Ukraine and 
recalls the images of families hud-
dled inside subway stations and 
bomb shelters as the Russian in-
vasion of the country continues. 
But Zohar said there’s not much 
time to feel, only to act, as Wix 
works to help evacuate the nearly 
1,000 workers who were based in 
the country before the conflict.

“You get caught up in the mo-
ment,” said Zohar, a former lieu-
tenant commander for the Israeli 
navy, who has been at the compa-
ny since 2007. “You don’t stop to 

think about how you feel about it. 
You have to do [what you have to 
do.]”

From Tel Aviv, where the com-
pany is based, Zohar has spent the 
past few weeks working with a 
team of 20 Wix employees, ar-
ranging flights and buses to evac-
uate employees and their families 
from Ukraine to Poland and Tur-
key. At the same time, the compa-
ny is keeping tabs through regu-
lar communication via text, mes-
saging apps like WhatsApp and 
Telegram, and phone calls with 
about 500 workers who remain in 

Ukraine.
Wix is one of many tech compa-

nies that have staff in Ukraine, a 
technology hub that outsources 
IT talent and other tech services 
for many of the world’s business-
es. Tech giants including Micro-
soft, Snap and Amazon-owned 
Ring have employees there devot-
ed to functions across their busi-
nesses. Ukraine is also a place 
active with start-ups.

Wix’s decision to move staff to 
other countries amid the war 
illustrates the complexities facing 
many of these companies — from 
how to keep employees safe to 
what mode of communication to 
use, to the best way to pay work-
ers. Wix also has to make sure 
relocated workers are set up to 
use local currencies, have a place 
to stay and are supplied with 
essentials.

“It’s crazy and unsettling,” Zo-
har said. “The people from Kyiv 
are [in] a scary situation,” he said 
about the capital of Ukraine, 
where Wix has an office. “They 
don’t see much most of the time, 
but they hear a lot of explosions 
and sirens.”

Wix said it has been preparing 
for an emergency since early Feb-
ruary when talk of the conflict 
became more charged. During 
the second week of February, the 
company offered about 45 “mis-
sion critical” employees, who 
work on current products and are 
vital to keeping the business run-
ning, and their families reloca-
tion services to Kraków, Poland, 
where Wix has a small office. The 
company booked their flights and 
set them up in apartments. A few 
days later, the company offered to 
help the remaining employees 
and their families relocate to Tur-
key.

Since then, Wix contracted bus 
companies to help evacuate peo-
ple from Kyiv and Dnipro to 
western Ukraine, where the 
threat was less extreme, Zohar 
said. But the situation quickly 
grew complicated after Ukraine’s 
state border guard service pro-
hibited men ages 18 to 60 from 
leaving the country. Previously, 
Ukrainian President Volodymyr 
Zelensky had encouraged citizens 
to volunteer to fight in defense of 
the country.

Zohar said thus began the 
“heartbreaking” separation of 
families, as men stayed behind 
and women and children sought 
safety elsewhere. Wix then said 
about 30 of its Lithuanian em-
ployees volunteered to drive 
600 miles to the border of Poland 
to collect people, some of whom 
ditched their cars and crossed on 
foot. The greeting teams picked 
up the workers, who were then set 
up for the night to rest before the 
trip to Kraków. They received 
items such as food, blankets, dia-
pers, SIM cards for their phones 
and cash cards. The effort is on-
going, Zohar said. Of the 500 em-
ployees who remain in Ukraine, 
195 are in areas considered to be 
dangerous, according to data 
from Wix.

“The main focus is still trying 
to get people out,” Zohar said.

So far, Wix has not had prob-
lems with pay or communication, 
Zohar said, and it has paid some 
salaries in advance in anticipa-
tion of banking issues. The com-
pany also has set up an internal 
news website dedicated to up-
dates and resources including 
mental health services, informa-
tion about crossing the border, 
traffic updates, and emergency 
contact information for each 

country.
Meanwhile, Microsoft, Ring, 

video-gaming company Ubisoft, 
Snap, and editing and writing 
service Grammarly all said 
they’re trying to protect their 
workers in Ukraine. And Tampa-
based software outsourcing com-
pany JetBridge said it has been 
struggling with the logistics of 
getting its 24 software developers 
out of Kyiv. It has also started 
paying its employees in Belarus in 
bitcoin amid the rising fear of 
sanctions.

“This is a bit of a sidestep or a 
step back to get paid in crypto, 
especially with the volatility,” 
CEO John Sung Kim told The 
Washington Post. But “I don’t see 
how else we’re going to get money 
into that country.”

Ukraine is also the birthplace 
of Looksery, the company that 
Snap acquired to help build its 
augmented reality features. Snap 
said 300 of its team members 
have called Ukraine home, but 
the company would not clarify 
how many are currently there, 
citing safety concerns. It has been 
providing emergency assistance 
and helping team members leave 
danger zones. It also pledged 
more than $15 million in humani-
tarian aid to support organiza-
tions providing direct relief to 
Ukraine.

Snap halted ads running in 
Russia, Belarus and Ukraine and 
stopped sales to all Russian enti-
ties. The company said it plans to 
continue providing aid to its 
workers in Ukraine as the conflict 
unfolds.

“Many of our friends and team-
mates remain in Ukraine,” it said 
in a statement. “Some have joined 
the fight to defend their country.”

Ubisoft said it has provided 
Ukrainian team members addi-
tional funds to help cover the 
costs of travel and relocation. It 
also paid salaries in advance to 
account for any potential disrup-
tion to local banking systems. The 
company also is providing hous-
ing for employees in neighboring 
countries. To ensure continued 
communication, the company set 
up hotlines to respond to work-
ers’ questions and needs and im-
plemented an “emergency com-
munication system” in case the 
infrastructures become unstable.

Microsoft, which has employ-
ees in Ukraine and Russia, said it 
is monitoring the situation and 
focused on supporting its work-
ers in the region.

For Wix, the crisis operation 
has benefited from the military 
background of its workers — all 
Israeli citizens older than 18 are 
required to serve. Zohar also esti-
mated that 100 employees have 
volunteered to assist. That in-
cludes Ukrainian workers who 
relocated to neighboring coun-
tries and are now checking on 
their colleagues who stayed be-
hind. Employees want to help 
those who are struggling, as was 
the case when a hurricane hit 
Miami several years ago and last 
year when a winter storm in Texas 
left residents without power.

Zohar said he is moved by the 
employees who have already 
jumped in to help and those ready 
to provide aid in whatever way 
they can.

“In this time of distress, that’s 
the light,” Zohar said. “The hu-
man spirit that is so much alive.”

Nitasha Tiku and Rachel Lerman 
contributed to this report.

How Wix is keeping nearly 1,000 Ukrainian employees safe during the war
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communication and
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A Wix situation room in Poland. The company, which is based in 
Tel Aviv, has many workers in Ukraine and is busy relocating them 
to Poland and Turkey because of the Russian invasion.
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